
Focus for Scrutiny 

The Panel is invited to scrutinise the strategic approach to tackling digital and 
cyber-enabled crime. 

1. Background

1.1 According to a Police Foundation Report “A New Mode of Protection”, fraud and 
computer misuse offences made up 53% of the crimes detected in the 2021 
Crime Survey for England and Wales. 69% of investigated fraud cases in 
2016/17 included an element of cybercrime, underlining the facilitating role of 
the internet. Faced with the rise in such crimes, and a corresponding fall (75% 
fall since 1995) in “traditional volume crime” (including violent crime, theft, 
domestic burglary, vehicle related theft) the public continue to prioritise a 
visible policing presence, despite the evidence that the threats lie elsewhere. 

1.2 Given the increasing significance of digital and cyber crime, the Panel requested 
the opportunity to scrutinise the Commissioner’s work in this area. 

Tony Kershaw 
Clerk to Sussex Police and Crime Panel  

Contact: 

Ninesh Edwards 
(T) 0330 222 2542
(E) ninesh.edwards@westsussex.gov.uk

Appendices: 

Appendix 1 – The role of the Sussex Police and Crime Commissioner in 
ensuring Sussex Police demonstrate an efficient and effective approach 
to tackling digital crime. 

Background 

The role of the Sussex Police and Crime Commissioner in 
ensuring Sussex Police demonstrate an efficient and 
effective approach to tackling digital and cyber-enabled 
crime. 

23 September 2022 

Report by The Clerk to Sussex Police and Crime Panel 
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A New Mode of Protection – Report by the Police Foundation: 
https://bit.ly/3Bl6LFA 
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To:  The Sussex Police & Crime Panel. 
From: The Sussex Police & Crime Commissioner. 
Subject: The role of the Sussex Police & Crime Commissioner in ensuring 

Sussex Police demonstrate an efficient and effective approach to 
tackling digital crime. 

Date: 23 September 2022. 
Recommendation: That the Police & Crime Panel note the report. 
 
1.0 Introduction 

 
1.1 This report sets out the role of the Sussex Police & Crime Commissioner (PCC) 

in ensuring that Sussex Police demonstrate an efficient and effective approach 
to tackling digital and cyber-enabled crime.  
 

1.2 The report also summarises the scale, threat and challenges associated with 
digital crime, the collaborative response to tackling digital crime and the 
support that is made available to victims of crime, alongside the measures used 
by the PCC to hold the Chief Constable to account for performance in this area.  

 
2.0 Scale, threat and challenges of digital crime 
 
2.1 Exponential advances in technology combined with decreasing costs have made 

the world more connected than ever before, driving extraordinary opportunity, 
innovation and progress. The scale and speed of this change has also presented 
unprecedented complexity, instability and risk.  

 
2.2 Digital crime can include almost any crime type and, as society continues to 

evolve, nearly all crimes now have a digital element and can be considered 
cyber-enabled, allowing criminals to have a greater reach. These crimes are 
investigated by all areas of policing, including nationally and internationally 
through the National Crime Agency, regionally through the Regional Organised 
Crime Units and locally by each of the police force areas in England and Wales. 

 
2.3 There are two types of cyber crime: cyber-dependant crime and cyber-enabled 

crime.  
 
2.3.1 Cyber-dependent crimes – are offences that relate to illicit intrusions into 

computer networks and the disruption or downgrading of computer 
functionality, and can only be committed using computers, computer networks 
or other forms of information and communications technology (ICT). Examples 
of these crimes include hacking, malicious software, keylogging and distributed 
denial of service attacks. 
 

2.3.2 Cyber-enabled crimes – are traditional offences that can be increased in their 
scale or reach by using computers, computer networks or other forms of ICT. 
Unlike cyber-dependent crimes, these offences can be committed without the 
use of ICT. Examples of these crimes include fraud, theft, stalking and 
harassment, and sexual grooming.  
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2.4 Sussex and Surrey Police have a collaborated Cyber Crime Unit to investigate 

cyber-dependent and cyber-enabled crimes. Both forces have sought to 
improve their identification, understanding and ability to tackle these offences 
in Sussex and Surrey, alongside other emerging scams and fraud, as the scale 
and complexity of cyber crime continues to increase. Cyber-dependent crime is 
now recognised to account for circa. 3% of all recorded crime in England and 
Wales, with year-on-year increases recorded by all police force areas as the 
awareness and identification of these offences continues to develop.  

 
2.5 These increases in recorded crimes are aligned to the coronavirus (COVID-19) 

pandemic, which accelerated this trend further still and provided criminals with 
greater opportunities to adopt and exploit technological advancements for 
personal gain. It is also acknowledged that all cyber crime continues to be 
under-reported nationally, a trend which remains a significant barrier towards 
developing a greater understanding of the actual nature and scale of the threat.  

 
2.6 Sussex Police is recognised to be in line with the increased national reporting 

trends for cyber crime offences. The most common offences recorded in Sussex 
include hacking related to emails and social media [including domestic abuse, 
extortion and sextortion], ransomware attacks [predominantly inflicted against 
businesses] and phishing emails including scams and fraud].  

 
3.0 Response to tackling digital and cyber crime 
 
3.1 Providing an efficient and effective policing response to digital and cyber-

enabled crime remains a constant and evolving challenge for all police force 
areas in England and Wales.  

 
3.2 Digital and cyber-enabled crime is one of the agreed priorities for Sussex Police 

in 2022/23 and has been included within the Force Control Strategy, in 
response to the publication of the National Cyber Strategy 2022. This approach 
ensures that dedicated police resources are proactively tasked to consider the 
impact of digital crime, gather information and intelligence around digital 
offences, maximise partnership working with other agencies, and to raise the 
awareness of these offences throughout the workforce. Further information can 
be viewed through the following link: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/a
ttachment_data/file/1053023/national-cyber-strategy-amend.pdf 

 
3.3 Sussex and Surrey Police have adopted an approach to digital and cyber- 

dependent crime that mirrors the four strands set out within the Serious and 
Organised Crime Strategy: Pursue, Prevent, Protect and Prepare. All 
investigations of this nature remain subject to the Management of Risk in Law 
Enforcement (MoRiLE) based scoring which sets out the standards and 
processes for identifying, assessing and prioritising any associated risks. These 
investigations are then managed by each force, supported by local and regional 
tasking and coordination groups. 

 
3.4 Sussex Police has continued to ensure that police officers and staff have the 

capacity, capability, systems and equipment required to tackle the increasing 
volume and complexity of cyber crime. As the volume of digital and cyber-
enabled crime continues to increase, there has been a renewed focus to 
enhance the skills of the wider workforce to meet this demand and maximise 
opportunities to develop this capability further still.  
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3.5 Investment has been made to meet these growing challenges and to ensure 

that the workforce has access to specialist support required for digital and 
cyber-enabled investigations. Sussex and Surrey Police now have three 
collaborated teams to respond to and investigate these crimes: Cyber Crime 
Unit, Digital Investigation Support Unit and Digital Forensics Team. 

 
3.6 Cyber Crime Unit 
 
3.6.1 The Cyber Crime Unit was established in 2014 and is responsible for 

investigating cyber-dependent crimes and criminality which depends on 
cryptocurrencies. The unit also provides an ‘on-call’ capability to assist officers 
and staff in the recovery of digital evidence identified during their duties. 

 
3.6.2 The unit acts as the intermediary for all referrals received from the National 

Fraud Intelligence Bureau (NFIB), within the City of London Police – the 
national policing lead for economic crime. The unit receives partial national 
funding and works to achieve the key performance indicators set for all forces.  

 
3.6.3 The Cyber Crime Unit is also responsible for raising the awareness of all officers 

and staff to new and emerging threats and crime types, and to improve the 
skills of these individuals to respond efficiently and effectively across both force 
areas. This is achieved through the delivery of digital safeguarding training 
sessions, the provision of interactive videos and the ongoing maintenance of an 
intranet site with learning materials and user guides. 

  
3.6.4 The increased prevalence of this crime type – heightened by the pandemic in 

the past two years – means that the team is required to flex its capacity to 
manage and respond to the volume and complexity of the investigations 
received and to prioritise the cases most in need of the specialist skills that the 
Cyber Crime Unit can provide.  

 
3.6.5 The South East Regional Organised Crime Unit (SEROCU) provides each of the 

four Cyber Crime Units within the region [Hampshire, Surrey, Sussex and 
Thames Valley Police] with access to additional specialist capabilities. These 
regional resources are transferred between the constituent forces, as required, 
to support complex and cross-border cyber investigations and the prosecution 
of cyber criminals with international law enforcement partners.  

 
3.7 Digital Investigation Support Unit 
 
3.7.1 A Digital Investigation Support Unit (DISU) was launched across Sussex and 

Surrey Police in January 2022 to support investigations where online cyber and 
digital evidence is involved. The DISU was established following investment 
from the precept in 2021/22 to assist frontline officers and staff and ensure that 
all opportunities to gather digital material in support of criminal investigations 
are maximised, leading to improved outcomes for victims.  

 
3.7.2 The unit comprises 14 officers and staff, including a digital trainer who is 

responsible for providing police officers and digital media investigators with the 
necessary skills to capture evidence effectively. The DISU also leads on the 
work to develop further the capacity and capability of both forces to acquire and 
investigate digital evidence from the Cloud and/or stored in different countries 
to maximise the opportunities for obtaining evidence and intelligence on the 
internet. This includes identifying organisational learning and good practice 
from other police force areas in England and Wales to develop and adapt 
processes used locally.  
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3.7.3 The DISU is recognised to have had an immediate impact on crime investigation 

outcomes by supporting frontline officers and staff to obtain evidence that may 
have been beyond their capabilities previously. The unit has already provided 
support to 170 cases to date [comprising 83 cases in Sussex and 87 cases in 
Surrey], with most cases related to either child or adult safeguarding 
investigations.  

 
3.8 Digital Forensics Team 
 
3.8.1 The Digital Forensics Team (DFT) is a dedicated unit within the Forensic 

Investigations Department of Specialist Crime Command that provides a 
collaborated service to both Sussex and Surrey Police. The primary role of the 
DFT is to analyse and examine electronic equipment – including computers, 
tablets and mobile phones – to access and retrieve information and data held 
on these devices.  

 
3.8.2 A three-tier structure is used to deliver the digital forensic examinations across 

both police force areas. The level of examination applied to each device is 
determined by the individual Digital Processing Notice (DPNs) – a framework 
created for each case to balance the need to follow all reasonable lines of 
enquiry, with the requirement to respect the privacy of victims and witnesses, 
as follows: 

 
Tier 1 – is used for standard DPNs and includes generic examinations of mobile 
telephones, such as ‘all telephone calls’ or ‘all text messages’. This examination 
is usually undertaken on the same day by the local policing division to minimise 
the disruption caused to victims.  
 
Tier 2 – is used for urgent DPNs where the examinations are more precise 
and/or relate to specific applications [WhatsApp, for example]. These 
examinations are undertaken by the ‘in-house’ DFT, with a timescale of 48 
hours quoted to victims [in case of technical difficulties], although the phone is 
often received, examined and returned on the same day.  
 
Tier 3 – is used for the more complex DPNs where there is a large amount of 
data held on a device or hardware, and includes the requirement to send these 
items away to an external provider for specialist analysis. A service level 
agreement of 30 days exists for these requests, although the average 
turnaround time is 19 days from submission to closed case.  

 
3.8.3  Following the completion of the examinations and the return of the electronic 

devices, the DFT produce technical and evidential reports to substantiate their 
findings that are used to support the ongoing police investigations.  

 
4.0 Force performance against digital and cyber crime 
 
4.1 In 2021/22, the Cyber Crime Unit received 780 cases of digital and cyber-

dependent crime for investigation across Sussex and Surrey Police. This 
represented a 4.6% reduction from the 818 cases disseminated by the NFIB for 
investigation in 2020/21 and equated to 38 fewer cases.  

 
4.2 Obtaining judicial outcomes for digital and cyber-dependent crimes is 

recognised to be challenging because of the international nature of the 
offending behaviour. This has led to a national focus on disruptive activity, 
against the serious and organised crime threat posed by the suspected 
offenders and groups.  
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4.3 In 2021/22, the Cyber Crime Unit recorded 73 disruptions against this threat. 

This represented a 92.1% increase from the 38 disruptions made the year 
before. The unit also achieved five successful prosecutions against these 
organised crime groups, including positive results secured for complex 
investment fraud and a cyber-attack on the members of a high-profile golf 
establishment.  

 
4.4 The Cyber Crime Unit demonstrated the following performance against the 

delivery of the five key performance indicators set for all forces in England and 
Wales in 2021/22: 

 
1. All Action Fraud referrals will be investigated. 
Sussex and Surrey Police performance was 100%.  
 
2. All identified victims will receive Protect advice, either in person or 
over the phone.  
Sussex and Surrey Police performance was 100%. 
 
3. 75% of organisations and the public who receive Protect advice 
intend to change their behaviours as a result or have already done so. 
Sussex and Surrey Police performance was 96%. 
 
4. 75% of organisations who receive Prepare advice intend to develop 
or review incident response plans and test them or are already doing 
so.  
Sussex and Surrey Police performance was 96%. 
 
5. All young people identified as vulnerable to cyber crime will receive 
contact and intervention from a Prevent officer where appropriate. 
Sussex and Surrey Police performance was 77%. 

 
5.0 Supporting victims of digital and cyber crime 
 
5.1 The joint Cyber Crime Unit has developed a strong ‘protect’ capability and 

provides help and support to those individuals and businesses who have 
experienced digital and cyber crime to reduce the risk of them becoming repeat 
victims. The unit also seeks to provide individuals and businesses with proactive 
advice and guidance to try and prevent them from becoming victims of scams 
and fraud in the first instance. Both forces have continued to work with Action 
Fraud – the national reporting centre for fraud and cyber crime in England and 
Wales – to deliver this support locally. 

 
5.2 Sussex and Surrey Police have also recruited a dedicated Cyber Protect Officer 

who is responsible for delivering the collaborative response to cyber crime. This 
officer works extensively with members of the public and local businesses, 
through engagement forums and platforms, to deliver and promote messaging 
around crime prevention and to proactively highlight and raise awareness of 
any new and emerging threats and crime types.   

  
5.3 Introduced in October 2021, the Cyber Protect Officer has already provided 

support to 51 businesses – 10 businesses in Sussex and 41 businesses in 
Surrey. These sessions have included the delivery of cyber security advice 
focused around preventing cyber-attacks and raising awareness about the 
existence of national initiatives that offer longer-term support, such as the 
Cyber Resilience Centre (CRC) and Police CyberAlarm.  
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5.4 The CRC for the South East is a police-led partnership aimed at improving cyber 

resilience in businesses in the South East of England. The centre is one of 9 
regional Cyber Resilience Centres across England and Wales – linked to a 
National Cyber Resilience Centre Group – and was established to help smaller 
organisations make their cyber operations safer, securer and more resilient. 
The CRC provides businesses with free and regular cyber crime prevention 
advice and offers a range of support services, including vulnerability scanning, 
policy reviews and business continuity planning. Further information can be 
viewed through the following link: https://www.secrc.co.uk/ 

 
5.5 Police CyberAlarm is a national initiative used to monitor the logs of traffic 

made through a connection to the internet to detect any suspected malicious 
activity, enabling organisations to minimise their vulnerabilities. Sussex Police 
actively work with Police CyberAlarm to promote the service and encourage 
local businesses to benefit from the reports than can be generated through this 
platform to respond to any new and emerging threats, identify trends and 
support the prosecution of cyber criminals. Further information can be viewed 
through the following link: https://www.cyberalarm.police.uk/ 

 
5.6 Sussex and Surrey Police have sought to raise awareness of digital and cyber 

crime with members of the public through the delivery of online campaigns and 
community engagement days. The Cyber Protect Officer, supported by officers 
from the local Neighbourhood Policing Teams used this platform to highlight the 
‘cyber protect’ message and to provide information, guidance and advice to 
reduce the risk of individuals becoming victims of these offences. This new 
initiative was piloted in Surrey across three separate events and generated 
direct engagement with >1000 members of the public. Following the success of 
the pilot, these community engagement days will be replicated across Sussex in 
winter 2022 and are anticipated to provide enhanced support for local 
businesses.  

 
5.7 Proactive visits to local businesses are undertaken in each force area to 

highlight the threat and risks associated with digital and cyber crime, provide 
information and crime prevention advice and demonstrate the preventative 
resources available to mitigate against these through ‘cyber protect’ webinars, 
delivered by the Cyber Protect Officer. 

 
5.8 The Cyber Crime Unit has also established a joint Sussex and Surrey Cyber 

Volunteer Programme to offer specialist safeguarding advice to victims of 
cyber-dependent crime through the ‘protect’ element of the policing response. 
There are currently three volunteers supporting the programme and sharing 
their specialist knowledge and expertise. 

 
5.9 Further support is provided by the two financial abuse safeguarding officers 

who work across Sussex and Surrey Police to oversee Operation Signature – 
the Sussex Police campaign to identify and support vulnerable victims of fraud 
– and the Volunteer Fraud Prevention Programme by supporting victims where 
an offence of digital crime or fraud is committed.  

 
5.10 In 2021/22, Operation Signature received 3,061 reports in Sussex. This 

represented a 3.3% reduction from the 3,165 reports received in 2020/21 and 
equated to 104 fewer cases. The Force is constantly seeking to develop and 
improve these processes, focusing on prevention, response and enforcement in 
line with new and emerging fraud types and available safeguarding and 
disruption opportunities.  
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5.11 Operation Signature has also been recognised as best practice nationally and 

adopted by other police force areas in England and Wales. Further information 
can be viewed through the following link:  
https://www.sussex.police.uk/advice/advice-and-information/wsi/watch-
schemes-initiatives/os/operation-signature/ 

 
5.12 The Volunteer Fraud Prevention Programme was established in 2019 and 

currently has 16 volunteers across Sussex who are responsible for ensuring that 
all victims of fraud not in receipt of support from Operation Signature, receive 
personalised communication and tailored fraud prevention advice and 
signposting to local support services through Safe:Space Sussex. In 2021/22, 
6,841 non-vulnerable victims of fraud in Sussex were supported by the 
Programme. This represented a 16.3% reduction from the 8,170 non-
vulnerable victims supported in 2020/21 – equating to 1,329 fewer victims 
assisted. Further information can be viewed through the following link:  
https://www.safespacesussex.org.uk/ 

 
6.0 Ongoing focus 
 
6.1 The Cyber Crime Unit within Sussex and Surrey is recognised to have 

developed a high level of capability that has contributed to the delivery of 
successful cyber crime investigations and positive outcomes for victims.  

 
6.2 The team has recently embedded two new posts within the unit, generated 

through money recovered from the Proceeds of Crime Act (POCA) 2002. The 
Intelligence Analyst and Financial Investigator posts will provide additional 
support and assistance to investigations in terms of the identification and 
potential, restraint and seizure of any assets identified. Anticipated changes to 
the legislation will provide the postholders with opportunities to design and 
develop processes for account freezing orders and seizure protocols in relation 
to cryptocurrency.  

 
6.3 The Cyber Crime Unit also remains focused on ensuring that opportunities to 

divert young cyber offenders to cyber prevent programmes are maximised, 
following eight successful interventions.  

 
6.4 Both forces recognise the importance of continuing to invest in and make the 

best use of technology to improve the policing response provided. Sussex Police 
is looking to expand and make improvements to the Force’s capability for 
examining and interpreting material from seized devices through a Digital 
Forensics Programme. A separate Communications Data Project is aligned to 
this programme of work and seeks to develop solutions for handling digital 
communications data [traditionally used as intelligence] and ensuring that any 
technical solutions introduced make data interpretation more efficient and 
effective to provide better outcomes for victims. 

 
6.5 Sussex and Surrey Police are currently seeking ‘ISO 17025’ accreditation – the 

international standard which proves that a laboratory has an acceptable quality 
management system in place, and the ability and competence to provide 
testing and calibration results. This application will be considered by United 
Kingdom Accreditation Service (UKAS) – the national body responsible for 
assessing and accrediting the organisations that provide these services. 
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6.6 The Cyber Crime Unit within the SEROCU are also seeking accreditation for 

crime scene data acquisition as the pilot force. Sussex and Surrey Police have 
created a post to lead on the technical delivery of this accreditation and ensure 
that the evidence collected meets with the recognised standards. This approach 
will also ensure that the constituent forces within the region benefit from any 
shared learning that is generated. 

 
6.7 Providing an effective policing response for victims of digital and cyber crime 

continues to remain a key focus across both forces. Sussex and Surrey Police 
have an established communications plan to ensure that all opportunities to 
connect with and provide crime prevention advice to members of the public and 
local businesses are maximised. This will include expanding the delivery of 
cyber protect engagement days throughout Sussex during 2022/23. 

 
6.8 The two forces are also seeking to increase their capability to support non-

vulnerable victims of digital crime by using elements of the practice developed 
by the Action Fraud National Economic Crime Victim Care Unit (AF-NECVCU) – a 
team of specialist advocates working within the City of London Police to support 
vulnerable people who have fallen victim to fraud and cyber crime, with the 
overall aim to make them feel safer and reduce the possibility of them 
becoming a repeat victim – to strengthen the local provisions in place. This 
provision is anticipated to be introduced from April 2023, to further support the 
capability of the Volunteer Fraud Prevention Programme to respond. 
 

7.0 Accountability 
 
7.1 The PCC has sought to make additional funding and resources available to the 

Chief Constable to increase the efficiency and effectiveness of the Sussex Police 
response to tackling digital and cyber-enabled crime through increases to the 
police precept. Now that this investment has been realised, the PCC will hold 
the Chief Constable to account for its delivery. This will include an expectation 
that Sussex Police demonstrate an improved policing response within this area. 

 
7.2 It is a statutory responsibility for the PCC to hold the Chief Constable to account 

for delivering efficient and effective policing in Sussex that is responsive to the 
needs of the public. The PCC has continued to use her monthly webcast 
Performance & Accountability Meetings (PAMs) to provide oversight and to 
challenge the Chief Constable about the Sussex Police response to tackling 
digital and cyber-enabled crimes on behalf of members of the public.  

 
7.3 Tackling digital crime was raised most recently as a theme at the PAM on 17 

September 2021 [digital forensics]. This area of policing was also raised at the 
PAMs on 18 December 2020 [Scams and Fraud – Operation Signature] and 16 
January 2016 [HMICFRS – Digital Crime and Policing]. These sessions are 
archived and can be viewed on the PCC’s website through the following link:  
www.sussex-pcc.gov.uk/get-involved/webcasting/ 

 
7.4 Further oversight and scrutiny around the collaborative arrangements and 

policing response delivered by the SEROCU in this area is also provided through 
the quarterly South East Region Joint PCC and Chief Constable meetings. 
 

Recommended – That the Police & Crime Panel note the report. 
 
Mark Streater 
Chief Executive & Monitoring Officer 
Office of the Sussex Police & Crime Commissioner 

Page 44

Agenda Item 5


	5 The Role of the Commissioner in ensuring Sussex Police demonstrate an Efficient and Effective approach to tackling Digital and Cyber-enabled Crime
	The role of the Sussex Police and Crime Commissioner in ensuring Sussex Police demonstrate an efficient and effective approach to tackling digital and cyber-enabled crime.
	Report by The Clerk to Sussex Police and Crime Panel 
	Focus for Scrutiny


	1. Background
	Tony Kershaw

	Background
	OSPCC Report - tackling digital crime


